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Abstract A chaotic map has sensitivity to changes in the initial conditions and parameters, and a long-term

forecast becomes impossible by iterating a chaotic map. These features look similar to the features of cryptology.

For this reason, it is effective to use chaotic maps for cryptosystems. In this research, we propose a two-dimensional

chaotic map with a chaotically changing parameter for a cryptosystem. And we propose a cryptosystem using a

two-dimensional chaotic map. A characteristic of the proposed cryptosystem is that a different ciphertext is gener-

ated from the same plaintext. The ciphertext becomes the value that depends on an encryptor. This characteristic

is one of the important features in public-key cryptography. This cryptosystem is symmetric-key cryptography that

has a characteristic of public-key cryptography. We investigate the vulnerability of this cryptosystem.
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1. Introduction

A chaotic map has sensitivity to a change in the initial con-
ditions and parameters, and a long-term forecast becomes
impossible by iterating a chaotic map. These features look
similar to the features of cryptology. For this reason, it is
effective to use chaotic maps for cryptosystems. A chaotic
cryptosystem is researched for the application of chaos in
engineering field [1-4].

Many chaotic cryptosystems that use the expansion and
the reduction of chaotic maps for encryption and decryption
are reported [5][6]. Figure 1 shows the basic chaotic cryp-
tosystem. If we use one-to-n map as the expansion map, the
plaintext cannot be uniquely decrypted, because calculating
the reverse-map becomes n-to-one map. Namely, it is neces-
sary to propose the cryptosystem that one-to-one mapping
is realized between the plaintext space and the ciphertext
space in the decryption [7]. By using only an expansion map
for encryption and decryption, one-to-one mapping is real-
ized simply. In addition, the advantages of the chaotic map
is demonstrated when the direction of the expansion is used
for encryption. It is undesirable to use reduced map for cryp-
tosystems.

Recently, some researchers have proposed public-key cryp-
tography based on chaotic maps [8] [9]. The delivery of the
key distribution can be solved using public-key cryptogra-
phy. Though this is an important advantage of public-key
cryptography, public-key cryptography has other advantage.

A different ciphertext is generated from the same plaintext.

An encryptor select an arbitrary value as a private key. The
plaintext becomes the ciphertext that depends on this private
key. We consider that this feature is the interesting feature
for the development of the chaotic cryptosystem. Because,
this feature means that the slightly different condition has to
change in a randomly different. It may be no exaggeration
to say that this is a characteristic of the chaotic map.

In this research, we propose a two-dimensional chaotic map
with a chaotically changing parameter for a cryptosystem.
This chaotic map has a changing parameter generated by
the logistic map. And we propose a cryptosystem using this
two-dimensional chaotic map. A characteristic of the pro-
posed cryptosystem is that a different ciphertext is gener-
ated from the same plaintext. The ciphertext becomes the
value that depends on an encryptor. This characteristic is
one of the important features in public-key cryptography.
This cryptosystem is symmetric-key cryptography that has
a characteristic of public-key cryptography. We investigate
the vulnerability of this cryptosystem.
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2. Two-dimensional Chaotic Map

In this research, we use an expansion map for encryption
and decryption. By using only an expansion map, even if
reverse-map turns into n-to-one map, it is possible to decrypt
a correct plaintext. Therefore, we can use a more complex
chaotic map that the calculation of the reverse-map becomes
difficult for eavesdroppers.

In order to make calculation of the reverse-map difficult,
we propose a two-dimensional chaotic map. The proposed

two-dimensional chaotic map is expressed as the following

equation:
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This chaotic map is changed in the parameter a by chaotic
sequences generated by the logistic map. We consider that
the cipher-breaking and long-term forecast become more dif-
ficult by changing a parameter « in chaos. This maps are
shown in Fig. 2. We can see that the chaotic attractor be-
comes more complex as compared to the logistic map. Figure
3 shows the chaotic sequences of X,,. This map has sensi-
tivity to a change in parameters « and initial states. There-
fore, a long-term forecast becomes impossible by iterating a
chaotic map.

However, the proposed two-dimensional chaotic map is ex-
pressed by simple equations. If the number of iterations n
and the parameter o are known, it is easy to calculate X,
and Y, from initial values Xy and Yj. In other words, it is
necessary to know both the number of iterations and param-
eter o to obtain the correct X, and Y,,. If the number of
iterations n or parameter a are unknown, it is difficult to

calculate X,, and Y,..
3. Proposed Cryptosystem

We propose a cryptosystem by using iteration of a two-
dimensional chaotic map. This cryptosystem is composed of
the following three parts. The key generation, the encryption
process and the decryption process. In order to combine the
concept of the private key and symmetric-key cryptography,
the chosen private key must be negated by the decryptor in
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Fig. 2 Chaotic maps (a = 0.5) (a) Xn, (b) Y

Fig. 3 Chaotic sequences generated by proposed chaotic map

the decryption process. We use the following characteristics

of a chaos map to solve this problem.
FA o FB(Xy) = FP o F*(Xo) (3)

3.1 Key generation

This cryptosystem uses three kind of keys, a public key,
a private key and a shared secret key. A shared secret key
means private key between the decryptor and the encryptor.

And, the keys are decided by the decryptor. The process of
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key generation is as follows.

A decryptor sets an initial points for Xy, Yp and a param-
eter a. Here, o is a shared secret key. In addition, set the
number of iterations A. This value A is a private key for
the decryptor. The decryptor keep a private key A to him-
self. (Xa,Ya) = FA(Xo,Yo), namely, A-time iterations of
the two-dimensional chaotic map F' are calculated.

The decryptor can obtain Xo, X4, Yo, Ya as public keys,

a as a shared secret key and A as a private key.

e Xy, Xa, Yo, Ya : public key.
® « : shared secret key.

e A : private key.

3.2 Encryption process

We explain an encryption process of this cryptosystem.
A encryptor chooses the value B as a number of iterations,
where B is an arbitrary value. The encryptor encrypts by
using a private key B.

The encryption functions are described as follows :

Ci=M+FB(Xa) =M+ Xarn
Co=F%(Xo) = Xg (4)
Cs=FP(Yo)=Ys
where M is a plaintext.
(C1,C2,C3) are calculated. These values are sent to a re-
ceiver as ciphertexts.
L4 017 027 C13 :
e B : private key.

ciphertext.

3.3 Decryption process
In the decryption process, a decryptor calculates C7 —

FA(Cy) by using C3 and a private key A.

Cy — FA(Co) =M + Xayp — FA(X5)
=M+ XayB — XBya (5)
=M
And decrypt the plaintext M. An important thing is that
there is no need to calculates the value of B. The decryp-
tor uses only a shared secret key a and a private key A for

decryption.
4. Security Analyses

4.1 Brute force attack

The key space size « is required over 128 bits (40 digits) for
the defense against brute force attack. A brute force attack
is a method of defeating a cryptographic scheme by trying
all possible keys. If there is no effective shortcut attack, the
key space size with 128 bits is computationally-secure key
space.

We consider the range of the parameter a. We investigate
the correlation of o and X,,. We use x2 test for the unifor-

mity to determine the range of a. x? test for the uniformity

is performed as follows.

0 10 Divide the interval [0,1] into [ class intervals.

0 20 Calculate X,, with the different key . Here, Xo is
a fixed value. Make an [ X [ contingency table f;.

0 30 Calculate

! N2
X2 :Z (fz ;Nfz) (6)
i=1 v
where f] is an ideal value. However, the two-dimensional
chaotic map does not pass the x*“ test. Because this map
has some bias in the distribution of the generated sequence.
In this research, we use the frequency of X,, with the random
a as ideal.

The upper 5% of this x? test is 16.9. If the value of x>
test is 16.9 or less, the uniformity of the generated sequence
is guaranteed. The simulated results for 10 different keys
and the number of iterations are shown in Table 1. From
this table, we confirm that all the distributions of X, are
uniform. In other words, we can use any parameter a as
a shared secret key because the distribution of X, is inde-
pendent on the parameter a of the two-dimensional chaotic
map. We determined that the range of the shared secret key
is a € [0,1].

Table 1 X2 test for uniformity
Range of «| N =50 N =100 N = 150

0~0.1 16.75 16.77 8.03
0.1 ~0.2 7.95 8.72 16.25
02~03 | 10.17 16.01 13.11
0.3~04 | 14.03 6.45 9.51
04~0.5 9.83 14.70 14.68

0.5~0.6 | 7.38 9.78 5.46

0.6 ~0.7 | 11.46 14.56 15.91
0.7~ 0.8 | 10.76 8.31 10.86
0.8~0.9 | 16.90 11.53 13.27
09~10 | 13.28 15.87 3.74

Next, we investigate numbers of iterations A and B.
Cipher-breaking becomes difficult by increasing these param-
eters. The calculation time of the proposed cryptosystem
depends on the number of iterations. In order to determine
the number of iterations, we simulated the sequences with
slightly different keys. Figure 4 shows the difference of the
generated value X, between the case of @ = 0.51 and the
case of a = 0.51 + 107%°,

number of iterations, and the vertical axis shows the differ-

The horizontal axis shows the

ence between the generated sequences.

From this figure, there are no large differences between
the two values unless the iteration exceeds 150 times. It is
undesirable to use the range of N < 150 as keys. We can

see the difference between the two values that have changed



nonuniformity for N > 150. Therefore, we determine that

the number of iterations is arbitrary but exceeds 150.

difference of two values

o 100 200 300
number of the iterations

Fig. 4 Difference of two values

Next, we consider the rounding error by the discrete
chaotic map. We truncate X, and Y, to 40 decimal places
by iterating of the map. Therefore, the chaos space is cer-
tainly reduced. However, the reduction of the chaos space
does not affect the key space. We secure enough key space
in consideration of rounding error.

The proposed cryptosystem uses the public-key cryptog-
raphy for a part of the cryptosystem, and the number of the
delivery of keys are decreased. There is a possibility that
all of the parameter o generates the value of X4 after N-
times iterations. Because the generated sequences by the
two-dimensional chaotic map are a long-term sequences and
there are no bias for the range of parameter. For that rea-
son, It is difficult for eavesdroppers to obtain correct o and
A from the value of Xy, Yy, X4 and Ya. We thought that
the value of o and the value of A did not be calculated even
if the value of Xy and the value of X4 were opened to the
public.

4.2 Chosen plaintext attack

Next, we consider a chosen plaintext attack (CPA) for this
cryptosystem. A CPA is an attack model for cryptanaly-
sis which presumes that the attacker has the capability to
choose arbitrary plaintexts to be encrypted and obtain the
corresponding ciphertexts.

The proposed cryptosystem is a simple but effective system
against the CPA. If the proposed cryptosystem is attacked
by the CPA, and the encryptor selects the same value B,
the eavesdroppers can easily obtain two values Xayp, Yn
and Xp. Because, the proposed cryptosystem is considered
to be sort of stream cipher. Namely the value of the plain-
text is not changed and expanded it in this cryptosystem.
However, it is difficult for eavesdroppers to obtain correct A,
B and «a from the public keys and the ciphertexts. Even if

a discrete-valued of the chaotic sequences are known to the

eavesdroppers, the eavesdroppers have to detect two succes-
sive numbers or the number of iterations to calculate the
parameter a.

In addition, the encryptor can easily change the number of
iterations B at the every encryption. The encryptor can gen-
erate a different ciphertext from the same plaintext. This fea-
ture is an advantage compared with the conventional chaotic
symmetric-key cryptosystem. The security of the cryptosys-
tem becomes more safety by setting the different key at the

encryption.
5. Conclusions

In this research, we have proposed a two-dimensional
chaotic map with a chaotically changing parameter. And we
propose a cryptosystem using the two-dimensional chaotic
map. A characteristic of the proposed cryptosystem is that
a different ciphertext is generated from the same plaintext.
We have investigated vulnerability of this cryptosystem.

As the future subject, the security of the proposed cryp-
tosystem will be investigated in more detail. We will develop
the secret sharing scheme by using iterations of a chaotic
map.
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