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Abstract

A chaotic map has sensitivity to a change in initial condi-
tions and parameters, and a long-term forecast becomes
impossible by the iterations of a chaotic map. These
features look similar to the properties of the cryptology.
For that reason, it is e!ective to use chaotic maps for
cryptosystems.

In this research, we propose an authentication pro-
tocol by three times of the authentication interaction.
This authentication protocol based on the iteration of
the coupled logistic maps in a public-key cryptography.
We investigate the vulnerability of this user authentica-
tion protocol.

1. Introduction

A chaotic map has various features. A chaotic map
has sensitivity to a change in initial conditions and pa-
rameters, and a long-term forecast becomes impossible
by the iterations of a chaotic map. These features look
similar to the properties of the cryptology. For that rea-
son, it is e!ective to use chaotic maps for cryptosystems.
The chaotic cryptosystem is researched as an application
of chaos in an engineering field [1-4].

A lot of chaotic cryptosystems that use the expansion
and the reduction of the chaotic map for the encryption
and decryption are reported [5][6]. On the other hand,
many researchers are reported about the disadvantages
of cryptosystem using the chaos map [7][8]. There is
a possibility to be linear attacked when the piecewise-
linear map is used in the cryptosystem. In addition, the
advantages of the chaotic map is demonstrated when the
direction of the expansion is used for the encryption. It
is undesirable to use reduced map for cryptosystem.

Moreover, a symmetric-key cryptography has the
problem of the delivery of the key distribution. This
problem can be solved by using a public-key cryptogra-
phy. However, there are two problems in the application
of the chaotic map to the public-key cryptography. One
is that the trap door is necessary to apply the public

key cryptosystem. It is di"cult to develop trap door in
the chaotic maps. The other is that the equation form
is opened to the public. A chaotic map is shown by
the equation based on determinism. If the equation of
the chaotic map and their parameters are opened to the
public, the behavior of the sequences is known.

A simplest but important thing is authentication tech-
nology in the cryptography. An authentication technol-
ogy based on public-key cryptography has two patterns.
One is a digital signature. This authentication proves the
correctness of the data. The other is a user authentica-
tion. This authentication proves the correctness of the
user. A zero-knowledge proof is an interactive method
for one party to prove to another that a statement is
true, without revealing anything other than the veracity
of the statement. In a user authentication, the zero-
knowledge proof is an ideal in safety, but the number of
the authentication interaction becomes large.

In this research, we use an authentication protocol by
three times of the authentication interaction. This au-
thentication protocol based on iterations of the logistic
maps in a public-key cryptography. We investigate the
vulnerability of this user authentication protocol.

2. Chaotic Map

A logistic map is one of the simplest chaotic maps.
The logistic map is expressed as the following equation:

Xn+1 = !Xn(1 ! Xn) (1)

where ! is a control parameter changing the behavior of
the generated sequence.

This map is shown in Fig. 1. Figure 2 shows an exam-
ple of chaotic sequences generated by the logistic map.
The behavior like the uniform random number is seen in
! = 4.0.

In this research, we propose a user authentication pro-
tocol by using iterations of a chaotic map. We use cou-
pled logistic maps as a chaotic map. The coupled logistic
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Figure 1: Logistic map. (! = 4.0)

Figure 2: Chaotic sequence. (! = 4.0)

maps are expressed as follows;

!
"

#

Xn+1 = !Xn(1 ! Xn) + "(Yn ! Xn)

Yn+1 = !Yn(1 ! Yn) + "(Xn ! Yn)
(2)

where ! and " are parameters changing the behavior of
the sequences.

This map is shown in Fig. 3. Figures 4 and 5 show
the chaotic sequences of Xn and Yn. The generated se-
quences looks like the uniform random number, though
they have some bias. Figure 6 shows a relation between
the value of Xn and the value of Yn generated by the
coupled logistic maps.

In this research, we use parameters ! = 3.7 and " =
0.006. This map has sensitivity to a change in initial
conditions X0 and Y0. Therefore, a long-term forecast
becomes impossible by the iterations of the maps.

The coupled logistic maps are based on easy equations.

Figure 3: Coupled logistic maps. (! = 3.7," = 0.06)

Figure 4: Chaotic sequence of Xn. (! = 3.7," = 0.006)

Figure 5: Chaotic sequence of Yn. (! = 3.7," = 0.006)
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Figure 6: Relation between Xn and Yn

It is necessary to know the number of iterations of the
coupled logistic maps to obtain ! and ". If the number of
iterations n is unknown, it is di"cult to obtain correct
! and " from the value of X0 and Xn. In a similar
way, it is very di"cult to obtain correct X0 and Y0 from
the value of Xn and Yn. Calculating the reverse-map
becomes solving the polynomial equation derived from
the coupled logistic maps. The polynomial equation can
not be solved without knowing the correct values both
of Xn and Yn.

3. A User Authentication Protocol

The encryption technology has the function of defend-
ing information, and becomes the element of other in-
formation security technologies like the digital signature
etc. A user authentication protocol is a simplest but
important technology in the cryptography. In a user
authentication, the zero-knowledge proof is an ideal in
safety. This proof is an interactive method for one party
to prove to another that a statement is true, without
revealing anything other than the veracity of the state-
ment.

However the zero-knowledge proof has a disadvantage
to implement. the number of the authentication inter-
action becomes large. The number of the interaction of
zero-knowledge proof must be four times or more. Then,
the user authentication protocol of three times in the
number of interactions has been proposed. This authen-
tication protocol shown in Fig. 7.

Prover generated public key and private key, and
opens the public key to the public. Prover and veri-
fier interact three times between each other. Verifier
authenticates whether to accept or to reject.

As for this protocol, safety has been proven though it
is not zero-knowledge proof. The safety of this protocol
is based on the di"culty of the factorization on prime
numbers problem and the discrete logarithm problem.
Therefore, this protocol is one of the ideal user authenti-
cation. Because this protocol is e"cient and high safety.
Moreover, there is an advantage that there is a method of
conversion into a digital signature in the authentication
protocol by three times of the authentication interaction.

Figure 7: A user authentication protocol.

4. Proposed Authentication Protocol

In this research, we propose a user authentication pro-
tocol by using the coupled chaotic maps. This authenti-
cation protocol is composed of the following parts.

4.1. Key generation

A prover sets initial points X0 and Y0 of Eq. (1). In
addition, set a number of iterations A1, A2. Here, The
value of A1 and A2 are k bits. Calculate (XA1 , YA1) =
FA1(X0, Y0), namely A1-time iterations of coupled logis-
tic maps F . And calculate (XA2 , YA2) = FA2(X0, Y0),
namely A2-time iterations of coupled logistic maps F .
Also (XA, YA) = (XA1 · XA2 , YA1 · YA2)

• private key : A1, A2, X0, Y0.

• public key : (XA, YA)

4.2. Authentication protocol

A prover and a verifier interact three times in this user
authentication protocol.
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• step 1
A prover selects k bits numbers B1 and B2.
A relationship between B1 and B2 as follows :

!
"

#

A1 ! B1 = A2 ! B2

or
A1 ! B2 = A2 ! B1

(3)

where, (0 < B1, B2 < A1, A2)

Calculate (XB1 , YB1) and (XB2 , YB2). Send these
values to the verifier.

• step 2
A verifier chooses the k ! 1 bit value C as an arbi-
trary value. Send this value C to the prover.

• step 3
A prover calculates the value of D.

!
"

#

D = A1 ! B1 ! C
or

D = A1 ! B2 ! C
(4)

This means that the prover uses the equation se-
lected by step 1.

• step 4
A verifier confirms that the following equation is
satisfied.

FDFC(XB1 , YB1) · FDFC(XB2 , YB2) = (XA, YA)
(5)

In this authentication protocol, the eavesdroppers can
not calculate correct keys from (XA, YA). But, a prover
send the value of (XB1 , YB1) to the verifier. The verifier
can calculate the correct time series sequences after B1

iterations. There is a disadvantage that this authentica-
tion protocol is weak to the impersonation. Therefore, it
is a future subject to develop the authentication protocol
that does not send significant information.

5. Conclusions

In this research, we have proposed an authentication
protocol by three times of the authentication interaction.
This authentication protocol based on iterations of the
coupled logistic maps.

As the future subject, we investigate security of the
proposed authentication protocol in more detail. And
we apply authentication protocols by using iterations of
a chaotic map to the digital signature.
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