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1. Introduction

A cryptosystemusing a simple one-dimensional chaotic
maphasbeenproposed[1]. This systemperformedencryp-
tion anddecryption by usinga skew tentmapandits inverse
map. However, the weaknessesof the systemhave beenal-
readyreported,especiallyagainst a chosenciphertext attack
or a linearattack[2]. In orderto overcometheweaknesses,a
cryptosystemusingtwo chaoticmapshasbeenproposedby
theauthors’ group [3].

In this research,we make cleartheencryption andthede-
cryption processesof thesystemandanalyzetherelationbe-
tweenthekey anddigit of therecoveredtext. Further, we dis-
cussthechosenplaintext attack.

2. Construction of a Cryptosystem Using Two Chaotic
Maps

In this research, weusetwo chaoticmaps,askew tentmap
anda logistic map, andtheir inversemaps.

2.1. Encryption and Decryption Function

In thesystemof this research,theencryption functionand
thedecryption function aredescribedasfollows.
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Where
�

is anencryption mapand
� 1 


is adecryptionmap.� and
#

areparametersthat area private key in this system.
Thesemapsareshown in Figs.1 and2.

2.2. Cryptosystem

1. Encryption
(i) Setaninitial point

!9<
asaplaintext and

� <
asasubtext,!9<

,
� <>=?���A@ �,� where

� <
is anarbitraryvalue.

(ii) Calculate B -times
�

, we can obtain
��C

from� C � � < @D! < � � � ��C @D! C � . �(C is the ciphertext and is sent
to thereceiver.

2. Decryption
CalculateB -times

� 1 
 � ��C @FE � and decrypt the plaintext! <
where

EG=?�H�I@ �,� is anarbitrary value. Thisvaluebecomes
theplaintext after B -timescalucation.

Two symbols ( J @FK ) areusedto explain theprocessof the
mapping. In theencryption process,thebranch labeled J is
usedwhen

! � =?L �I@D#)M
, andthebranchlabeled

K
is usedwhen! � =��/#D@ � M . This decideswhich branch is usedin themapof� �

. Namely, whenthe label is J , thebranch
� �N=.� � & �I@ � M

is used.While, whenthelabelis
K

, thebranch
� �O=?L �I@ � & �9M

is used.By this processthe informationof
! <

is mappedto
thesequence of thelabels J and

K
andfurther thesequence

of thelabelsis mapped to thevalueof
��C

.
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Fig. 1: Encryption map
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Fig. 2: Decryption map
� � 1 
 � .

In thedecryption process,theinverseprocessis perfomed.
The informationof

� C
is mappedto thesequenceof the la-

belsandthesequenceis mappedto thevalueof
!9<

.

3. Discussions

3.1. Requirement for Parameters

The key and the plaintext size are required over 64bit
(about 20 digits) for thedefenseagainst a bruteforceattack.
Theciphertext needsa sufficient sizethatit canbedecrypted
correctly. In this system,two keys andthetexts sizesarede-
finedasfollows.

d keys � =?L �Ie fI@ � e �9M and
#�=GL �Ie 4 @g�Ae h,M

: 21digitsd plaintext
!9<i=G�H�I@ �9� : 40 digitsd subtext
� <

and
E?=?���A@ �,� : 40 digitsd ciphertext : 50 digits

Where � and
#

areselectedin the spacethat the distribution
of ciphertexts is uniform enough. Figure 3 shows the dis-
tribution of

���
to the parameter � . Besides,deciding

#
and

digits of theplaintext areexplained in detail in 3.4. Accord-
ing to [3], whenmorethan80 timesmapping is satisfiedin-
dependenceof jlk test. However, in this research, we iterate
moreover 64 timesagainst brute force attackandhence the
iterationnumber becomes144.
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Fig. 3: Distributionof
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to parameter � .
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3.2. Recover Process

We explain why
E

chosenarbitrarily becomesto theexact
plaintext afterthedecryptionprocess.As wedescribedin 2.2,
in theencryption process,theinformationof

!y<
is mapped to

thesequenceof thelabels.Further, thesequenceof thelabels
is mappedto the value of

� C
. If the value of

� C
is sent

correctly, theiterationof
� 1 


givestheexactsequenceof the
labelsbecauseof the propoerty of the inverse map. If the
sequenceof the labelsis completely identical,thedifference
between

E
and
! C

becomessmallerasthemappingis iterated.
This is becausethe

!
partof

� 1 

is reductionmapasshown

in Fig. 4. If we choosetheiterationnumber aslargeenough,
the differencebecomessmallerthanthe minimum precision
andthevaluesareregardedasidentical.

3.3. jzk test for Uniformness

Fromaviewpoint of safety, whenthesameciphertext is de-
cryptedwith somedifferent keys,thereis aproblem if there-
coveredtextsarenotuniform enough. Weinvestigatewhether
theplaintext wouldbeuniform or not for somedifferent keys,
whena ciphertext is decrypted. We use jzk test for the uni-
formness.Theconseptof themethod is asfollows.

(i) Divide theinterval [0,1] into { classintervals.
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(ii) Calculateplaintexts to a ciphertext with 1000different
keys,countthefrequencies( |F} ��~�� � @g�I@g�A@FeDeFe;@ { ) in theclass
intervals.

(iii) Compute

jzk � ��	�$

� | }�� |I�} � k| �}

This value approach jzk distribution of degree of freedom{ ��� . If this value is smaller than the upper5 � point ofjlk , theuniformnessis not rejected. Table1 shows jzk testfor
someciphertexts,where { � � � and | } � � �,�9� & { � � �,� . The
uniformnessis satisfiedbecausetheupper��� point of jzk in
degreeof freedom 9 is 16.9. Figure5 shows thedistribution
of therecoveredtextswhenjlk � � �Ie 4 h .

Table.1: jzk testfor uniformness.

Ciphertext jzk� 

12.46� k 10.78�l�
8.42�l�
11.9�l�
11.48�l�
7.86�l�
10.82�l�
9.56�l�
13.68� 
 <
11.16
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Fig. 5: Histogramof therecoveredtexts for 1000 keys.
(�z� � <�� � 
 < � ����� k ��������� � ������� � ����� � ������� � ����� � ������������� � � � � � ����� .)

3.4. Key and Text Size

In orderto investigatetherangeof thekey
#
, we carryout

computersimulations for different1000plaintexts. Figure6
shows thenumber of thesuccesswhichmeansthattheplain-
text is recoveredcorrectly. Further, Fig. 7 shows the rela-
tion betweentherecovereddigits andthevalueof

#
. We can

saythatwhenthevalueof
#

is in
L �Ie 4 @g�Ae h,M

, all plaintexts are
recoveredcorrectly. However, asthe key approachesto the
edges,thesuccessratebecomessmaller. This is bacausethe

reductionof thedifferencebetween
E

and
! C

in thedecryp-
tion processbecomesslower.

This canbeexplainedtheoretically asfollows. If
# � �Ae 4

,
the choosing of the labels J and

K
of the map

� 1 
 �/! � � in
144 times is estimatedas J � � f and

K � f9h
, respectively.

Because

� 494 d
4
� �
� ��� e h , � 4,4 d

h
� �
� f9hAe 4

.

Therefore,therelationbetweenthereductionof � E � ! C � and
theprecision� is asfollows.

4
� �

���
d h
� �

� �
d ���'� � � ��1I�

where � is the difference between
E

and
! C

which mustbe
smallerthan1. By takinga logarithm of thebothsides.

���9  4
� �

���
d h
� �

� �
¡ � 4 �Ae � h¢� �£�,  � � 1A�

� � 4 �Ie � h
Similarly, the valuesfor other casesare calculatedand are
summarizedin Table2. Hence,wedefinethat

#
is in

L �Ae 4 @g�Ie h9M
andthatthesizeof theplaintext is 40 digits.
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Fig. 6: Successnumberversus
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.

Fig. 7: Recovereddigit versus
#
.

- 75 -



Table.2: Relationbetween
#

andtherecovereddigit.

#
therecovering digit

0.1, 0.9 19
0.2, 0.8 31
0.3, 0.7 38
0.4, 0.6 42

0.5 43

3.5. Chosen Plaintext Attack

Weconsiderachosenplaintext attack.It is supposedthata
plaintext with thevalueof

! < � � � 1 � < is chosen. In theen-
cryption process,until thevalueof

� �/! �	�$
 � exceedthevalue
of key

#
, thevalueincreasesabouttwiceby theiterationof the

mapping. However, becausethe initial valueis too small, it
takesabout135timesasshown in Fig. 8. Thismeans thatthe
sequence of thelabelsmappedfrom

!y<
is J¤J%J¤J%J%J¤J%J dFdDd .

Hence,eavesdropperscoulddecrypt theciphertext by exam-
ining only a limited numberof combinationsof thesequence
after135times.

Though this could be the critical weaknessof this cryp-
tosystem,limiting therangeof theplaintext is oneof theeasy
way to avoid thisattack.
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Fig. 8: Seriesof
! �

for
!9< � � � 1 � < .

4. Conclusions

We have madeclear the encryption processand the de-
cryption processof thecryptosystemusingachaoticmapex-
tendedto two dimensions.We haveanalyzedtherelationbe-
tweenthekey andthedigit of therecoveredtext, andachosen
plaintext attackhasbeeninvestigated.
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