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1. Introduction

A cryptosystemusing a simple onedimensioml chadic
maphasbeenproposed[1]. This systemperfamedencryp-
tion anddecnyption by usinga skew tentmapandits inverse
map. However, the weaknessesf the systemhave beenal-
readyrepoted, especiallyagairst a choserciphetext attack
or alinearattack[2]. In orderto overcometheweakressesa
cryptosystemusingtwo chaoticmapshasbeenproposedby
theauthos’ growp [3].

In this researchye make clearthe encryption andthe de-
cryption processesf the systemandanalyzetherelationbe-
tweenthekey anddigit of therecoveredtat. Furthe, we dis-
cussthechoserplaintext attack.

2. Construction of a Cryptosystem Using Two Chaotic
Maps

In this researchwe usetwo chaoticmaps,a skew tentmap
andalogistic map andtheirinversemays.

2.1. Encryption and Decryption Function

In the systemof this researchthe encryption functionand
thedecrygion function aredescriled asfollows.
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WhereF is anencrygion mapandF ! is adecryption map.
a andb are paraméersthatarea private key in this system.
Thesemapsareshowvn in Figs. 1 and2.

2.2. Cryptosystem

1. Enciyption

(i) Setaninitial point Yy asaplaintext and X, asasubtext,
Yo, Xo € (0,1) whereXj, is anarbitraryvalue.

(i) Calculate n-times F, we can obtain X, from
F"(Xy,Yy) = (Xn,Ys). X, is the ciphertext andis sent
to therecever.

2. Decryption

Calculaten-times F~1(X,,, S) and decrypt the plaintext
Y, whereS € (0, 1) isanarbitray value Thisvaluebecomes
the plaintext aftern-timescalucatia.

Two symbds (A, B) areusedto explain the processof the
mapping In the encrygion process,the brant labeledA is
usedwhenY}, € [0, b], andthebrarchlabeledB is usedwhen
Yi € (b,1]. Thisdecideswhich brarchis usedin the mapof
X. Namely whenthelabelis A, thebrarch X, € (a/2,1]
is used.While, whenthelabelis B, thebranchX}, € [0, a/2]
is used. By this processthe informationof Yj is mapedto
the sequene of thelabels A and B andfurther the sequene
of thelabelsis mappel to thevalueof X,,.
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Fig. 1: Encryptionmap(F).
1 1 :
v|B i
L X, i
A |
|
0 B | A
Vi ! 0 a/2X,,, 1

Fig. 2: Decryption map(F~1).

In thedecrygion processtheinverseprocesss periomed.
Theinformationof X, is mappedo the sequencef the la-
belsandthe sequencés mappedto thevalueof Yj.

3. Discussions

3.1. Requirement for Parameters

The key and the plaintext size are requred over 64ht
(abou 20 digits) for the deferse agairst a bruteforce attack.
Theciphertext needsa sufficient sizethatit canbedecrypted
corredly. In this systemjwo keys andthetexts sizesarede-
finedasfollows.

-keysa € [0.8,1.2] andb € [0.4,0.6] : 21 digits
- plaintext Y, € (0, 1) : 40digits

- subtext X and.S € (0, 1) : 40digits

- ciphetext : 50digits

Wherea andb areselectedn the spacethatthe distribution
of ciphertets is uniform enowgh. Figure 3 shows the dis-
tribution of X, to the parametea. Besidesdecidng b and
digits of the plaintext areexplainal in detailin 3.4. Accord-
ing to [3], whenmorethan80 timesmappng is satisfiedin-
depemlenceof x? test. However, in this researchwe iterate
moreover 64 times aganst brute force attackand hen@ the
iterationnumbe becones144.

a
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Fig. 4: Reductim of differencebetweenS andyY,.

3.2. Recover Process

We explainwhy S choserarbitraily beconesto the exact
plaintext afterthedecnyption proess.As we describedn 2.2,
in theencrygion processtheinformationof Yj is mappel to
thesequene of thelabels.Further thesequencef thelabels
is mappedto the value of X,,. If the value of X, is sent
correctly theiterationof F'~* givesthe exactsequeneof the
labels becauseof the propoerty of the inverse map. If the
sequencef the labelsis competely identical, the differerce
betweenS andY;, becanessmallerasthemappings iterated.
Thisis becaus¢he Y partof F~! is rediction mapasshawvn
in Fig. 4. If we chocsetheiterationnumbe aslarge enowgh,
the differencebecanessmallerthanthe minimum predsion
andthevaluesareregadedasidenticd.

3.3. x? test for Uniformness

Fromaviewpaint of safety whenthesameciphertextis de-
cryptedwith somedifferent keys, thereis aprodemif there-
coveredtextsarenotuniform enowgh. We investigae whether
theplaintext would beuniform or notfor somedifferent keys,
whena ciphetext is decypted. We usey? testfor the uni-
formness.The consepbf the methal is asfollows.

(i) Dividetheintenal [0,1] into [ classintervals.
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(ii) Calculateplaintexts to a ciphatext with 1000different reductionof the differencebetweenS andY;, in thedecryp
keys,countthefrequencieqf; : © = 1,2,3,...,l)intheclass tion procesdeconesslower.

intervals.

(i) Compue
X2 — zl: (fi f/fz')z
k=1 ¢
This value apprach 2 distribution of degree of freecbm
[ — 1. If this value is smallerthanthe upper5% point of
x?2, theuniformnesss not rejected Table1 shaws x? testfor
someciphertexts,wherel = 10 and f; = 1000/7 = 100. The
uniformnesss satisfiedbecaus¢he upper5% point of x2 in
degreeof freedan 9 is 16.9 Figure5 shows the distribution
of therecoveredtextswheny? = 12.46.

Table.1: 2 testfor uniformness.

Ciphertext | %2
Cy 12.46
Cs 10.78
Cs 8.42
Cy 119
Cs 11.488
Cs 7.8
Cr 10.8
Cs 9.5
Cy 13.8
Cho 11.16
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Fig. 5: Histogramof therecoveredtexts for 1000 keys.
(C1 = 0.31095872385739857398759387598334753835345979878.)

3.4. Key and Text Size

In orderto investigatethe rangeof the key b, we carry out
computer simulatiors for different 1000 plaintexts. Figure6
shavs the numter of the successvhich meanghatthe plain-
text is recoveredcorrectly Further Fig. 7 shaws the rela-
tion betweertherecovereddigits andthe valueof . We can
saythatwhenthevalueof b is in [0.4, 0.6], all plaintexts are
recoveredcorrectly. However, asthe key appioacheso the
edgesthe successatebecomesmaller Thisis bacasethe

This canbe explainedtheaetically asfollows. If b = 0.4,
the choasing of the labels A and B of the map F~*(Y%) in
144 timesis estimatedas A : 58 and B : 86, respectiely.
Because

4 6
144 - — =57.6, 144 - — = 86.4.
10 10

Therefae, therelationbetweertherediction of |S — Y, | and
the precisionP is asfollows.

4\ %8 6\ 5 -
= = . <10~
() (3) =0

whered is the differerce betweenS andY,, which mustbe
smallerthanl. By takingalogarithm of thebothsides.

4\ 58 6\ 56
o = ~ —49. < -P
log<10> (10) 42.16 <log10

P <42.16

Similarly, the valuesfor other casesare calculatedand are
summarizedn Table2. Hence we definethatb isin [0.4, 0.6]
andthatthe sizeof the plaintext is 40 digits.

success count

1000
200
200
700

L 600

S

3 500
400
300
200
100

w1014
315192
2024
az25—~—29
O30——34
m 3539
|1t

Fig. 7: Recovereddigit versusb.
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Table.2: Relationbetweerb andtherecovereddigit. [2] E. Biham, “Cryptanalysis of the Chaotic-nap Cryp-
tosystemSuggestecat EUROCRYPT'91,” Proc. Euro-
b therecovering digit crypt' 91, pp.532534,1991
0.1,0.9 19
02038 31 [3] M. Harada,Y. Nishio andA. Ushida,“A Cryptasystem
0.30.7 33 Using Two chaotic Maps; Proceedings of NOLTA' 99,
0406 42 vol. 2, pp.609611,199.
0.5 43

3.5. Chosen Plaintext Attack

We considerachoserplaintext attack.It is suppsedthata
plaintext with the valueof Y, = 10~4° is chosen. In theen-
cryption processuntil thevalueof (Y}, 1) exceedthevalue
of key b, thevalueincreasesbouttwice by theiterationof the
mappng. However, becausehe initial valueis too small, it
takesaboutl35timesasshowvnin Fig. 8. This mears thatthe
sequene of thelabelsmappedfrom Yy is AAAAAAAA---.
Hence earesdr@perscould decrypt the ciphertext by exam-
ining only alimited nunberof comhinationsof thesequence
after135times.

Though this could be the critical weaknesf this cryp-
tosystemlimiting therangeof the plaintext is oneof theeasy
way to avoid this attack.

Yk

Fig. 8: Seriesof Y}, for Yy = 10740,

4. Conclusions

We have madeclear the encnyption processand the de-
cryption processof the cryptosystemusinga chaoticmapex-
tendedto two dimersions.We have analyzedherelationbe-
tweenthekey andthedigit of therecoveredtext, andachosen
plaintext attackhasbeeninvestigated.
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